
RED TEAM OPERATIONS
CYBER-KILL-CHAIN

We take control of your

corporate networks and data
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	� Certified audit of your current Cyber-

Security-Level in the company

	� Identification of risks and vulnerabilities for 

cyber attacks on your company assets

	� Comprehensive analysis of your defence 

mechanisms under controlled observation

	� Simulation of realistic scenarios by 

experienced Cyber-Security-Experts
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PHASE 1 
INITIAL-ACCESS

	� E-Spionage

	� Phishing 

	� USB-Sticks scatter

	� Physical break-in

	� External penetration test

	� Active Directory penetration test

	� Internal penetration test

PHASE 2 
RIGHTS-EXTENSION

PHASE 3 
MISSION

	� Exfiltrate data

	� Ransomware-Simulation 

on predefined area

DIGITAL - ONLY SECURE 
WITH THE SEAL

ztp.digital
WEBSITE

A service of ZTP.digital ZT-GmbH | Vienna . Austria . Europe | authorised and 
sworn by the state | Tel. +43 1 532 46 86 | office@ztp.digital | www.ztp.digital

QUALIFIED
AUDITORS

ztp.digital
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4 WITH CERTIFICATE

Ongoing monitoring 

and testing


